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Abstract—Artificial Immune System is a promising computational intelligence system inspired by human immune system which acts as a 
natural resistance to diseases using sophisticated mechanisms intended to protect our bodies from invaders which are facing a number of 
layers of defense, i.e. physical, physiological, innate and adaptive layers. Recently we proposed a multilayer network defense artificial 
immune system inspired by innate immunity in humans, the outcome of that work showed encouraging results from the innate layer. This 
paper describes a framework of a multilayered network defense system composed of two main layers, innate and adaptive layers, both 
layers are described, the innate layer as a first layer of defense which is designed and implemented using fuzzy logic expert system, and 
adaptive layer as a second layer and shows detailed results from the whole system. The innate layer shows very encouraging results since 
it has already dealt with 77% of the whole traffic with false positive rate of only 0.0107, this rate could still be reduced when adding more 
rules to the fuzzy knowledge base. 

 
Index Terms— Artificial Immune System, Innate Immune system, Fuzzy Expert System, Intrusion Detection System, Network Security, 
Human Immune System, KDD Cup 1999   

——————————      —————————— 

1 INTRODUCTION                                                                     
Or a long time nature has inspired solutions for different 
problems. In computer and network security, the human 
systems inspired even the names of the problems let alone 

the solutions. For example, viruses and worms were used to 
express invasion of foreign entities of the computer or net-
work system. Moreover, human immune system has inspired 
the defense mechanism of intrusions to these systems.  

Artificial Immune Systems (AIS) has been around for dec-
ades, they emulate those of humans in order to solve complex 
problems. This human immune system has several properties 
of real interest for researchers like uniqueness, anomaly detec-
tion, noise tolerance, distributed detection, learning and 
memory [1][2][3][4]. AIS research has been applied to solve 
complex computational and engineering problems related to 
several applications especially in classification, optimization 
or anomaly detection [5]. 
One of the most common problems that found intensively in 
AIS literature is network security due to the characteristic sim-
ilarities between immune system and network defense sys-
tems such as intrusion detection system [3][4][6][7][8][9].  

Most AIS research focus has been on the adaptive immune 
system and only recently innate immunity has been intro-
duced, many applications and frameworks using adaptive 
immunity are available throughout the literature, and in con-
trast those using innate immunity can hardly be found 
[7][10][11]. 

In [11] and [12] innate immunity is seen as the first line of 

defense and natural resistance in which the body defends it-
self from foreign entities. 

Early Works in [13], [14], [15] and [16] among many other 
researches made a potential architecture and the general re-
quirements for an immunity-based intrusion detection system 
with notable focus on anomaly based IDS, whereas in [9] a 
general review of various artificial immune system approach-
es of intrusion detection system development were presented. 
On one hand, in [17] innate immunity is thought to provide 
some answers to known problems associated with adaptive 
immunity, on the other hand, in [18] innate immunity interacts 
with adaptive immunity in different ways, and the role of the 
innate immunity as the instigator of the adaptive immunity 
system was explored. 

In [19] a hybrid approach to detect intrusions in a network 
based on artificial immune system theory was developed with 
three levels of defense, i.e. surface barrier, innate immune sys-
tem and adaptive immune system.  

Late discoveries in immunology revealed that the central 
role and high importance of innate immunity in immunology, 
the significant amount of research carried out has highlighted 
the interaction of innate immunity with the adaptive immune 
system [10].  

These discoveries also showed how the adaptive immunity 
works together with innate immunity, it is now known that 
acquired immunity does not work independently from innate 
immunity, and they jointly eliminate foreign invaders 
[11][20][21]. 

In [22] innate immune mechanism designed to formulate a 
first layer of defense which categorizes traffic before passing it 
to adaptive layer, writers used unsupervised learning meth-
ods to simulate innate capabilities. 

The fact that adaptive and innate immune systems interact 
together are widely considered as a comprehensive defense 
mechanism against pathogens [25], the human body in this 
manner is viewed as integrated system with levels of defense 
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and these levels interact with each other to formulate the 
comprehensive defense sought to protect such system. 

This paper is about this kind of comprehensive structure of 
defense, a multilayered defense mechanism that takes on-
board both innate and adaptive immunity. The multilayer de-
fense framework was first proposed and developed in our 
previous work [23].  

In this paper, the model is further developed and experi-
ments to evaluate the framework are presented. In section two 
the multilayer defense system architecture is explained and 
the overall system view is presented. In section three the in-
nate immune layer is described with detailed explanation of 
the use of fuzzy systems to model the behavior of innate im-
munity. In section four the adaptive immune layer used in this 
system is described and the choice of the particular adaptive 
system is justified. In section five the experiments made to 
verify the assumptions about the multilayer immune system is 
presented and their results are discussed. Finally in section six 
a conclusion is drawn with suggested further work. 

2  MULTILAYER NETWORK DEFENSE SYSTEM 
This paper proposes a multilayer network defense framework 
that simulates AIS capabilities; the proposed framework is 
composed of two main layers, innate and adaptive layers. As 
shown in Fig. 1 captured network traffic will be entered into 
the input unit in which the following processes will be accom-
plished: 

• Loading data into database; 
• Extract features from the captured traffic; 
• Add rules to the knowledge base; 
• Prepare data to be entered into innate layer in a data 

set format; 
• Prepare parameters and variables for the fuzzy soft-

ware; 
• Delete duplicated records of the dataset (for test 

purposes only). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1.  Multilayer network defense system 
 
 

The input unit then passes traffic to the innate immune system 
as first layer of defense in a dataset format. The innate layer 
uses fuzzy expert system to categorize traffic into three cate-
gories i.e. normal, abnormal and unknown traffic, the normal 
traffic will be ignored and allowed to pass to the network 
without further delay or investigation, the abnormal traffic 
will be blocked and not allowed to reach network. The third 
category is unknown traffic, in other words, the traffic that the 
innate system could not judge whether it is normal or abnor-
mal traffic, and here the innate layer calls the adaptive layer of 
the immune system for further investigation. 

The innate layer categorization and decision making is per-
formed in a fast manner and preserve the feature of the innate 
mechanism in increasing the speed of the overall network de-
fense performance. 

As mentioned above, traffic considered unknown will pass 
to the second layer of defense, the adaptive layer, in our early 
experiments [23] only 30% of whole traffic reached adaptive 
layer for further inspection, this will definitely reduce over-
head of the adaptive layer, and since the adaptive detection 
mechanism is totally different from the innate way of defense 
this will help catching different attacks. 

The adaptive layer discriminates self sets from non-self 
sets, self sets will be ignored and allowed to enter network 
and copy of this traffic will be used as trained data to produce 
more self sets, whereas the non-self sets will be blocked and 
denied to access network and copy of this traffic will be used 
as trained data for producing antibodies for non-self sets. The 
training process for both normal and abnormal traffic is being 
conducted offline and could be in any other separated system. 

3 INNATE IMMUNE SYSTEM 
The innate immune layer has been formulated using fuzzy 
expert system with the aim of taking decisions based on pre-
determined expert knowledge that can incorporate uncertain 
information. The system is designed to fulfill the well known 
biological innate immune system properties which are divided 
into two main groups, the first group is related to general at-
tributes of the innate system and can be found in 
[5][9][10][18][20][23], whereas the second one is describing 
how innate responds to the antigen and can be found in 
[9][10][13][21][23][24][25][26]. 
The properties related to general attributes are: 

• First layer of defense; 
• Triggers adaptive system to start its response; 
• Not adaptable system; 
• Has no memory, although some researchers suggested 

that innate system could have immunological memory 
[25]. 

The properties related to innate response are: 
• Non-specific response; 
• Responds according to general properties; 
• Immediate maximal response; 
• Responds rapidly; 
• Responds the same way every time; 
• Not long lasting response. 
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The proposed innate layer response is highly reflects the 
properties of the human innate system in responding to anti-
gen stimulus actions, it acts as a first responder to antigen to 
formulate the first layer that defend human body, it is also 
designed to classify attacks according to general properties 
and to network behavior. The system deals with non-fuzzy 
inputs as well as uncertain connections using fuzzy expert 
system abilities to translate uncertain expert knowledge base 
into a decision making process and its known capabilities of 
converting human rules into mathematical formulations to be 
easily designed and implemented using computer programs 
[27]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2.  Innate immune layer using fuzzy expert system 
 
As shown in Fig. 2 the input unit classifies network traffic 

into either crisp or fuzzy inputs, both inputs go through 
fuzzification process where fuzzy sets are defined and a 
degree of membership for crisp inputs are defined as well, 
then when passed through inference engine fuzzy rules will be 
evaluated and output for each rule will be produced using 
rules stored in the knowledge base, those rules are collected 
and generated using network security experts knowledge and 
general traffic observations.  

In the defuzzification process the output decision will be 
taken after combining all outputs of all rules, the system will 
have one of three decisions ignore, block or call adaptive 
component. 

In order to construct a fuzzy set different methods can be 
used i.e. taking expert opinion, a panel of experts then using 
some statistical method to choose points, using a statistical 
survey for non-experts, or using methods that make use of old 
data if available. All of these methods can lead to different 
areas of research and in this paper a simple and straight for-
ward expert opinion is used to construct fuzzy sets. 

Many fuzzy set shapes can be used i.e. triangular, 
rectangular, bell-shaped, gaussian, shoulder shaped, etc., in 
this paper triangular fuzzy sets are used for simplicity. Using 
other shapes can be the area of study for further research. 
Table I shows the fuzzy sets for 22 chosen features and how 
lingual expressions like short, very short and long are 
mathematically described. 

TABLE I.  Fuzzy Sets for chosen features 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
To explain how these fuzzy sets are constructed, the first 

feature duration is taken as an example. It describes the 
duration a connection takes and is measured in milliseconds. 
Expert opinion shows that duration can be described using six 
different time ranges i.e. short, average, long, very long, 
extremely long, and extremely long to infinity. The fuzzy sets 
are called short, average, long, vlong, xlong, and xxlong 
respectively. Experts are asked to set the scale and the 
parameters of the triangle that represent each fuzzy set, the 
parameters are the first, middle, and last points of the triangle. 

 

Feature Name Fuzzy Sets 

Duration 
short<0,100,200>; average<100,250,400>; 
long<300,450,600>; vlong<500,800,1000>; 
xlong<900,1200,4000>; xxlong<1500,10000,…> 

src_bytes 
vfew<0,75,100>; few<75,100,200>; aver-
age<150,250,300>; many<275,500,800>; 
xmany<600,1200,2000>; xxmany<1600,3000,….> 

dest_bytes 
vfew<0,100,300>; few<200,350,500>; aver-
age<400,1000,3000>; many<2000,4000,6000>; 
xmany<5000,10000,…> 

Count 
vfew<0,25,50>;few<35,80,120>;average<100,200,
300>; many<280,350,400>; xmany<375,450,520> 

srv_count 
vfew<0,25,50>;few<35,80,120>;average<100,200,
300>; many<280,350,400>; xmany<375,450,520> 

serror_rate 
vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 

srv_serror_rat
e 

vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 

rerror_rate 
vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 

srv_error_rate 
vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 

same_srv_rate 
vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 

diff_srv_rate 
vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 

srv_diff_host
_rate 

vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 

dst_host_coun
t 

few<0,10,50>; average<25,60,100>; 
many<80,120,180>; xmany<150,200,255> 

dst_host_srv_c
ount 

few<0,10,50>; average<25,60,100>; 
many<80,120,180>; xmany<150,200,255> 

dst_host_same
_srv_rate 

vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.65,0.75>; 
xmany<0.70,0.80,1.00> 

dst_host_diff_
srv_rate 

vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.65,0.75>; 
xmany<0.70,0.80,1.00> 

dst_host_same
_src_port_rate 

vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 

dst_host_srv_
diff_host_rate 

vfew<0.00,0.04,0.10>; few<0.05,0.15,0.30>; aver-
age<0.20,0.40,0.60>; many<0.50,0.75,1.00> 
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4 ADAPTIVE IMMUNE SYSTEM 
The adaptive immune system is a distributed detection system 
with high abilities of learning, classification and pattern 
recognition, it consists of two kinds of lymphocytes B- and T-
cells as a main actors of the acquired immune response, these 
white blood cells are responsible basically for recognizing 
pathogens and neutralize and eliminate them [8][13]. 

B- and T-cells express proteins on their surfaces acting as 
detectors capable of interacting with specific antigen types. T-
cells are protecting the body from attacking its own cells using 
negative selection algorithm, in this algorithm immature 
detectors are compare to self patterns, those which respond to 
own cells of the body will be killed, others are start to be a 
mature detectors [8][28][29]. 

Antibodies are continuously compared to non-self patterns; 
those which match with high affinity will be cloned, detectors 
not match with antigen for certain time will be destroyed. To 
ensure diverse type of detectors for better coverage, antibodies 
copy themselves with minor differences, this process called 
clonal selection algorithm [28]. Antibodies matching enough 
number of antigens in its life time will be added to memory 
cells database; this will help adaptive immune system to better 
respond to the same attacks in the future. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3.  Detectors generation process 
 
In our proposed adaptive immune system shown in Fig.3 

we first generated immature detectors sets through random 
selection, these immature detectors pass through negative 
selection algorithm, if the detector matches self sets, it will be 
discarded and otherwise it will be added to a mature detectors 
database.  

The antigen and antibody sets are constructed as fixed 
length binary strings extracted from the Internet Protocol 
packet in a network environment and consist of main features 
like port number, protocol type, flags, packet length, etc. Self 
and non-self sets are collected from normal and abnormal 
network traffic respectively during training. The length of 
these string sets are subject to more research since long sets 
produce more accurate results but needed bigger resources 
[6][13][30].  

It has to be mentioned that we have applied a typical 
adaptive immune system structure which being adopted 
widely for instance in [6][15][31] and described in details in 
[30]. 

These mature detectors sets will be entered to clonal 
selection algorithm, in which they will be compared with non-
self sets, if they match with high affinity they will clone 
themselves and produce new sets with minor changes. If 
mature detector matches with enough antigens in a certain 
period of time then it will be added to memory detectors 
which have smaller threshold value and longer life cycle, if 
not, this detector will be subject to replacement soon. To 
calculate the affinity in negative selection and clonal selection 
algorithms we used hamming distance which efficiently 
calculates bit differences between two binary strings. 

Traffic passes from innate layer will be compared to 
detectors generated from the above process, matches traffic 
will be blocked and copy of these data will be used to help 
produce more non-self sets in a training unit, others will be 
passed directly to the network. 

5 EXPERIMENTS 
As illustrated in Fig. 4, five Windows based operating system 
machines were used to test the system, all with duo processor 
2.5 GHz, 500 GB Hard disk and 8 GB of RAM, these computers 
are connected in a separate LAN network using 8 ports switch. 
Machine (1) is used as an Input Unit in which network traffic 
in different formats prepared to be entered into innate layer.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 4.  Network configuration used in experiments 
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Machines (2) and (3) were used for testing innate immune lay-
er using KDD training dataset as initial input. Machine (4) is 
being used for testing adaptive immune layer while Machine 
(5) is for constructing detectors in adaptive response. Three 
software programs are developed by writers using PHP and 
installed in 4 PCs, which are Machine (2), (3), (4) and (5). 

TABLE II.  DETECTION RATE OF THE KDD CORRECTED DATASET ATTACKS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
KDD Cup 1999 dataset is a benchmark dataset well defined, 

organized and labeled to precisely evaluate the performance 
of intrusion detection systems, this dataset is based on the 
DARPA 1998 raw dump traffic including payload captured 
over a period of nine weeks on a local area network in Infor-
mation System Technology (IST) group of Lincoln Laborato-
ries at MIT University [32]. 

In a period of two weeks three tests were conducted; two 
for the innate immune layer using corrected KDD Cup 1999 
dataset and generated dataset for the added attacks, the third 
test is for the adaptive layer using innate output traffic. 

KDD Cup 1999 dataset has a number of inherent problems, 
as illustrated in [33] and [34] the dataset is imbalance since 
two attacks Smurf and Neptune made up more than 70% of it, 
and these two attacks plus normal connections made up to 
98% of the training dataset; KDD dataset is outdated and 
misses many of the new attacks [33][35][36] and also many 
connections of the dataset are duplicated (78% of the training 
set and 75% of testing set are exactly the same) [33][36][37]. 

In our test we have used corrected version of the KDD Cup 
1999 dataset, unlike in 10% KDD, corrected KDD cup 1999 
dataset has more balance attacks distributions and has bigger 
number of attacks, i.e. 37 attack types [38]. To have more bal-
anced traffic and to reduce the memory usage in the test we 
tested only 500 connections or less for each attack type and 
5000 connections for normal connections, those sample con-
nections are randomly selected after the input unit eliminate 
duplicated traffic to overcome one of the KDD cup dataset 
drawbacks. The system changes selected samples each time 
we conduct a test, the results showed later are the average 
rates from different tests generated. 

We first tested the innate component by entering connec-
tions from the 37 attacks in the corrected KDD cup dataset; the 
detailed results are illustrated in Table II above. Although the 
innate system concerns only about general characteristics of 
the connection and is not responding specifically to attack but 
still we conducted this test to compare the detection abilities of 
the system for each individual attack. 

To guarantee realistic results we have carefully studied the 
behavior of 144 attacks including KDD attacks then we added 
tens of rules to the knowledge base extracted from attacks be-
haviors. 

In the second test we added 1000 connections constructed 
in lab, the majority of these connections are new attacks and 
normal new internet traffic. 

Results of the innate layer for both KDD dataset and added 
dataset samples are illustrated in Table III, the results showed 
that the system can deal with more than 77% of the connec-
tions, as the system being able to deal with more traffic this  
will help reduce the amount of storage and processing needed  
for the adaptive layer, the results also suggested that the false  

TABLE III.  RESULTS OF THE INNATE LAYER TEST 

 
 
 
 
 
 
 
 
 
 
 
positive rate of only normal traffic tested is 0.013, while the 

No Attack Name KDD 
Corrected 
Dataset 

Sample 
Dataset 

Detected 
Instances  

True 
Positive 
Rate % 

1 Apache2 794 500 420 84.00 
2 Back 1098 500 401 80.20 
3 BufferOverflow 22 22 10 45.45 
4 Ftp_write 3 3 1 33.33 
5 GuessPassword 4367 500 405 81.00 
6 Httptunnel  158 158 104 65.82 
7 Imap 1 1 1 100 
8 IPsweep 306 306 245 80.06 
9 Land 9 9 5 55.55 
10 Loadmodule 2 2 1 50.00 
11 Mailbomb 5000 500 434 86.80 
12 Mscan 1053 500 419 83.80 
13 Multihop 18 18 11 61.11 
14 Named  17 17 9 52.94 
15 Neptune 58001 500 426 85.20 
16 Nmap 84 84 66 78.57 
17 Perl 2 2 1 50.00 
18 Phf 2 2 1 50.00 
19 Pod 87 87 45 51.72 
20 Portsweep 354 354 256 72.31 
21 Processtable 759 500 410 82.00 
22 Ps 16 16 8 50.00 
23 Rootkit 13 13 7 53.84 
24 Saint 736 500 412 82.40 
25 Satan 1633 500 369 73.80 
26 Sendmail 17 17 10 58.82 
27 Smurf 164091 500 412 82.40 
28 Snmpget 7741 500 401 80.20 
29 Snmpguess 2406 500 390 78.00 
30 Sqlattack 2 2 2 100 
31 Teardrop 12 12 7 58.33 
32 Udpstorm 2 2 2 100 
33 Warezmaster 1602 500 380 76.00 
34 Worm 2 2 1 50.00 
35 Xlock 9 9 6 66.66 
36 Xsnoop 4 4 3 75.00 
37 Xterm 13 13 6 46.15 
Attacks  Connections 250436 7655 6087 79.52% 

        
       

 

Data 
Types 

KDD Corrected True Positive False Positive 

All Used # % # Rate 

Normal 60593 5000 3673 73.46 65 0.0130 

KDD 
Attacks 

250436 7655 6087 79.52 72 0.0094 

Added  
Attacks 

1000 231 769 76.90 9 0.0090 

All 312029 13655 10529 77.11 146 0.0107 
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average false positive rate of all traffic including attacks of 
KDD dataset and generated attacks are 0.0107. Although those 
results are quite acceptable, even better results can be 
achieved when correcting errors and adding more rules to the 
knowledge base. 

The third conducted test is for the adaptive layer, the input 
for this test is the connections considered unknown from the 
innate layer test. Detectors, self-sets and non-self-sets are col-
lected and constructed during the two weeks training period. 
Results of this test are shown in Table IV below. 

TABLE IV.  RESULTS OF THE ADAPTIVE LAYER TEST 

 
 
 
 
 
 
 

As shown in Table IV, about 83% of the traffic passed from the 
innate layer has been correctly tagged as being attack or nor-
mal connection, the initial result shows an average of 0.1615 
false positive rate, those error rates could still be enhanced 
when training more traffic and constructing more self and 
non-self sets. 

6 CONCLUSION 
In this paper, we presented a work in progress to model a 
network defense mechanism inspired by human immune sys-
tem theory which known of its great protection capabilities. 
The proposed system is a multilayer system composing of two 
layers of defense working separately but still in a cooperative 
way. 

The first layer is the innate component, which is the first 
line of defense, fuzzy expert system used to imitate human 
innate mechanisms and behavior. The second layer of defense 
which is starting its mission to detect attacks only after receiv-
ing a trigger from the innate system is the adaptive compo-
nent, which modeled and designed using well known basic 
theories like negative selection and clonal selection algorithms.  

Three different experiments were conducted; two for the 
innate component testing attacks from Darpa KDD99 and at-
tacks generated in a lab, and the last test is for the adaptive 
component to have a big picture of the whole system. Innate 
component results show the ability of the system to deal with 
more than 77% of the traffic, and left less that 23% to the adap-
tive component with the false positive rate of 0.0107, and 
when passing the rest of the traffic to the adaptive component 
the system recognizes 83.8% of it with false positive rate of 
0.1615. 

Tests generally show encouraging results for both innate 
and adaptive components, when adding more accurate rules 
to the innate knowledge base and allowing more training time 
slots to the adaptive layer we are being able to have a sustain-
able and mature multilayer defense system. 
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